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Abstract. The paper discusses methods for constructing threat models of information systems 

and computer networks. The disadvantages of existing approaches are highlighted. The authors 

propose an approach to building a computer network model, as well as describing threats to 

information and the system. The proposed approach takes into account the identified 

shortcomings of existing solutions and is aimed at reducing the impact of the subjective 

opinion of an expert when compiling lists of threats. 

1. Introduction 

Continuous development of information technologies and, in particular, computer networks entails the 

emergence of new types of threats [1]. According to a study by Positive Technologies, in 2018, as part 

of an external penetration testing, the network perimeter of 92 percent of companies was breached [2]. 

Moreover, new technologies appear, such as the Internet of things, and the issues of ensuring their 

security cannot be ignored [3, 4].  

Ensuring network security plays a significant role for any organization, although the resources 

allocated to security can vary significantly. This affects not only the quality of technical equipment, 

but also the qualifications of specialists working in the organization. The professional level, as well as 

the subjective opinion of the expert when using existing approaches to describing threats, significantly 

affects the final result [5].  

Thus, the task of developing an effective methodology for describing threats to information 

security is relevant. The main requirement for such a technique is to minimize the influence of a 

professional level and the subjective opinion of an expert assessing security. 

Currently, the creation of such a technique is carried out at Tomsk University of Control Systems 

and Radioelectronics as part of the creation of a comprehensive approach to assessing the security of 

the information systems [6]. In the course of work, the following tasks were identified that needed to 

be solved: 

1. It is necessary to analyze existing computer network models and approaches to building threat 

models used in compiling threat lists. 

2. Develop a computer network model that allows to describe the structure of the system at a level 

of detail sufficient to compile a list of threats. 

3. Develop a computer network threat model that takes into account the maximum possible 

number of threats. 

4. Using the developed models, create a methodology that allows you to put these models into 

practice to determine lists of threats to real systems.  
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This article discusses existing approaches to describing threats and describes proposed models for 

identifying threats to the security of information and systems. Currently, the aim of the study is to 

increase the number of identified threats. At the same time, issues of determining the relevance of 

threats and further risk analysis remain outside the scope of work. 

2. Literature Review 

Existing approaches to identifying and classifying threats can in turn be classified in many ways. So, 

in [7] methods for constructing threat models are distinguished as based on a description of an 

attacker, a description of attacked resources, or a description of software. This classification includes 

the STRIDE threat model [8], privacy tools, attack trees, and attack libraries.  

In [9], the authors consider the threat classification problem and various approaches to its solution. 

They divide the methods for classifying threats into two main groups: 

1. Based on attack methods; 

2. Based on the impacts of threats. 

We cannot ignore the fact that the concepts of “classification of threats” and “modeling of threats” 

in the context of different works can differ. By classification is meant a description of the 

characteristics of threats [9]. Threat modeling involves defining a list of security threats used to assess 

risks [10]. 

Threat classification methods are often used in the threat modeling process. If there is a 

classification, it is easier for a specialist to navigate the existing threats. This approach to threat 

modeling is considered high-level. However, using only the classification of threats, it is difficult to 

obtain a detailed list of threats that can be used to build a protection system. An example of such an 

approach is [11]. 

Approaches in which threats are described in detail are considered low-level. They can be based on 

the list of attacks [12, 13] or the list of attack scenarios [14]. Some approaches come down to analysis 

of exploitation of vulnerabilities in the system [15]. The problem with low-level approaches is the 

frequent confusion of the concepts of threat, attack and vulnerability. 

In [16], the authors proposed an approach that has the features of a high and low level approach. 

The work is aimed at describing the impact of the class of threats, and not the impact of the threat, 

since the threat changes over time. However, the presented version lacks formalization for its effective 

application in practice.  

The lack of formalization is a problem in many works, which leads to the possibility of ambiguous 

interpretation of approaches. Existing works aimed at formalization consider attacks rather than threats 

[17]. For formalization, the mathematical apparatus of graph theory is usually used. 

We should also mention the work related to threat modeling for IoT systems. Most approaches are 

based on considering possible attacks on the system. For example, Uzunov et al. rely in their studies 

on a two-level systematics of threats. The first level of taxonomy includes the following threats: 

Identity attacks, Network communication attacks, Network protocol attacks, Passing illegal data, 

Stored data attacks, Remote information inference, Loss of accountability, Uncontrolled operations. 

The second level of taxonomy includes Cryptography attacks, Countermeasure design, Configuration 

and administration. In [18], the authors put forward a basic systematics of threats to distributed 

systems and discuss patterns of specializations and concretizations, as well as build a separate 

taxonomy for peer-to-peer systems. 

In [19], the analysis of threat models is aimed at creating a base of requirements for determining 

the conditions necessary for the successful implementation of attacks on the system and calculating the 

consequences. The authors of the article also determine the best practices for the design of secure 

sensor networks of SCADA systems. 

Based on the analysis of work on modeling threats to information systems, a list of key 

shortcomings of existing approaches was compiled that need to be addressed: 



EDCS 2019

Journal of Physics: Conference Series 1488 (2020) 012002

IOP Publishing

doi:10.1088/1742-6596/1488/1/012002

3

 

 

 

 

 

 

1. Inconsistent description of threats within the same model. Within the framework of one threat 

model, at one level of abstraction, there can exist a generalized description of threats, as well as a 

description of particular cases that can be included in general. 

2. Lack of separation of threats into those aimed at the system and aimed at information. None of 

them explicitly describe threats to the information system. All attention is paid to security threats of 

information processed in the information system. 

3. Lack of repeatability. Significant influence of professional level and subjective opinion of an 

expert. 

4. Each of the considered models can take into account certain threats that are not described in 

others. 

3. Proposed approach 

The approach to building a protection system based on protection against threats allows us to consider 

the structure of the protection system at the level of “Type of threat - Type of line of defense”. Then 

the classification of methods and means of protection is reduced to the following types, presented in 

Figure 1: 

1. Protection of information and its carriers from threats to confidentiality, integrity and 

availability; 

2. Protection of information system elements, including software and hardware for information 

protection, and their settings from threats to confidentiality and integrity; 

3. Protection responsible for monitoring the implementation of the rules for working with protected 

information and software and hardware protection. 

 

Figure 1. An approach to structuring an information security system. 

3.1. Model of threats to information 

On any of the elements of the elementary information flow, and therefore on the information, any 

of three types of unauthorized influence may be exerted: destruction, distortion, substitution. It should 

be noted that the information flow has two vertexes, and the impact can be exerted on any of them. 
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With regard to confidentiality, by definition its violation does not imply a violation of integrity or 

accessibility, although it may lead to this. Confidentiality violation occurs when replacing any of the 

elements. 

Thus, having analyzed all possible types of impact on the information flow, it is possible to build 

many classes of information threats, presented in table 1. 

 

Table 1. Information threat classes. 

 Threats to the elements Threats to channels 

Classes of threats to the confidentiality 

1. Replacing either of the two vertexes  

2.  Channel substitution 

3.  Channel listening 

Classes of threats to the integrity and availability 

1. Destruction of information at one of the vertexes Channel destruction 

2. Distortion of information at one of the vertexes Channel distortion 

3.  Falsification of information Blocking information in channel 

3.2. Model of threats to system 

The approach proposed by the authors to construct a computer network model is described in detail in 

[20]. A computer network model based on attributive metagraphs allows you to describe computer 

network software components and all possible connections between them.  

Only software elements of computer networks (software components of computer networks) and 

the relationships between them are considered. Software components in this case include application, 

system, and network software. Relationships are implied not only between elements located at the 

same level, but also indicating the nesting of one element in another. Application software operates 

within the operating systems that represent system software. In turn, operating systems operate within 

the framework of local area networks (or subnets) implemented through network software. Thus, three 

levels of software for computer networks are distinguished; for convenience, the levels are designated 

as software level, OS level, LAN level.  

The proposed approach to the classification of threats and the developed threat model are based on 

elementary operations on metagraphs [20, 21]. A computer network is considered as a structure of 

interacting elements (vertices of the graph) and the connections between them (edges of the graph). 

Threats are understood as an unauthorized change in the structure of a computer network (graph). 

Threats to the integrity and confidentiality of computer network software are addressed. The basic 

operations on attributive metagraphs include: adding a vertex or edge; Removing a vertex or edge 

Changing the vertex or edge attribute. 

Based on this, classes of threats to the integrity and confidentiality of a computer network are 

presented in Table 2. 

 

Table 2. Computer network threat classes. 

 Threats to elements Threats to links 

 Classes of threats to the integrity 

1. Threats of addition an element Threats of addition a link 

2. Threats of removal an element Threats of removal a link 

3. Threats of substitution an element Threats of substitution a link 

4. Threats of changing element settings Threats of changing link settings 

 Classes of threats to the confidentiality 

1. Threats of an element name disclosure Threats of a link name disclosure 

2. Threats of an element settings disclosure Threats of a link settings disclosure 
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3.3. Model of threats to protection system 

Management of the information security system implies the regulation of the stages of the life cycle by 

compiling organizational documentation. In this case, by “organizational documentation” is meant not 

a document, but the rules fixed in it. Thus, typical threats are aimed at managing processes of 

information protection system components (firmware, regulatory documents and personnel) from the 

point of view of incorrect development or application of these rules. The approach to addressing 

threats to the management of protection systems is based on the Deming cycle, since this constant 

range of actions is aimed at improving processes. The Deming cycle presents an action algorithm 

consisting of the following stages: 

- design stage; 

- stage of implementation; 

- stage of control; 

- stage of adjustment. 

At each stage of the cycle, the corresponding threats to the control processes of the protection 

systems were considered and typical threats were identified (Table 3). 

 

Table 3. Typical threats arising at the stages of the life cycle of a protection system. 

Integrity threats Confidentiality threats 

Incorrect development of process 

regulations 

Disclosure of information on the features of 

the development of process regulations 

Incorrect execution of process regulations 
Disclosure of the rules of work specified in the 

regulations 

Incorrect organization of control over the 

implementation of process regulations 

Disclosure of information on the principles of 

organization of control over the 

implementation of process regulations 

Incomplete correction of possible errors 

found in the process regulation 

Disclosure of information on detected errors 

found in the process regulations and rules for 

their correction 

4. Conclusions 

In the course of the analysis of existing approaches to the description of threats to information systems 

and, in particular, computer networks and the Internet of things, a list of shortcomings was drawn up 

that needed to be addressed. In this paper, in addition to the information and system threat models 

described in previous publications, a threat model for the protection system is added. The general 

approach to constructing a protection system based on the separation of protection mechanisms into 

information protection mechanisms, system protection mechanisms and protection control 

mechanisms is also briefly described. 

The approach proposed by the authors makes it possible to reduce the influence of the expert’s 

professional level and his subjectivity in compiling lists of threats. Currently, this approach is used to 

describe threats to an automated system for commercial accounting of energy resources [22] and to 

describe threats to Internet of things systems [3]. The application of the proposed approach in both 

cases made it possible to identify threats that were previously missed by experts in the process of 

compiling threat models using other methods. 
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